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1. App registration toevoegen in Azure EntralD

Om te kunnen koppelen met Azure EntralD dienen we een app registration toe te voegen.

Home > "L wl™a I,

vredleea "= | App registrations =

Azure Active Directory

MNew registration @ Endpoints ﬁ Troubleshooting 'U' Refresh  +k Download [ Preview features ,ﬁ? Got feedback?

@ overview

& Preview feztures
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directary Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be

K Diagnose and solve problems upgracied to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leamn more

Manage
All applications Owned applications  Deleted applications
4 Users _—
& Groups £ Start typing a display name or application (client) ID to filter these r... +? Add filters
0E External Identities

. 1 applications found
» Roles and administrators

B

Display name T

CityControl Testomgeving

Application (client) ID Created on T}  Certificates & secrets

& Administrative units
ff00a3e2-4fab-4f30-957c-12c909¢defcO 6/6/2023 @ Current

% Delegated admin partners

# Enterprise applications

[l Devices

App registrations

} |dentity Governance

£ Application proxy

% Licenses

& Cross-tenant synchronization
B Azure AD Connect

&=l Custom domain names

Mobility (MDM and MAM)

I

Password reset
& User settings

Il properties

Selecteer Azure EntralD in de azure
portal
Selecteer App registrations

Selecteer New registration

.y Sigmax



2. Registreer een app registration

Home > =u = wme | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Whao can use this application or access this API?

@ Accounts in this organizational directory only (TomWisseTest only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user, Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Select a platform v ‘ ‘ e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '

Voer bij Name een naam in

Kies bij Supported account types voor
de waarde Accounts in this
organizational directory only ([] -
Single tenant)

Redirect URI (optional) slaan we over.
Deze ontvang je van Sigmax en wordt in
stap 6 toegevoegd.

Selecteer Register
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3. App registration wordt aangemaakt

Je komt uit op de overzichtspagina van de betreffende registration.

@ Myapp =2

Home > == ™an | App registrations >

‘ 2 search

| «

B overview

& Quickstart

# Integration assistant
Manage

& Branding & properties

©

Authentication

Certificates & secrets

! Token configuration

- API permissions

e

Expose an API

App roles

1]

Owners

Roles and administrators

pe

M Manifest

Support + Troubleshooting
& Troubleshooting

;"} New support request

Endpoints

OAuth 2.0 authorization endpoint (v2)

i Deletd & Endpoints

Preview features ‘ https://login.microsoftonline.com/b02fde35-323a-4c19-bde7-6d6bce469002/0auth2/v2.0/authorize

0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer), —> OAuth 2.0 token endpoint (v2)

[ hitpsi//login.mia vsuftonline.com/bo2lde35-3a34-4019-bde7-6U6bLed69002/vaulhiz/v2.0/luken Lo} \
A Essentials OAuth 2.0 authorization endpoint (v1)
Display name o ‘ https://login.microsoftonline.com/b02fde35-3a3a-4c19-b4e7-6d6bced69002/0auth2/authorize {13 ‘
Application (client) ID : €5973bze-de00-43d0-b393-71193a08e258 OAuth 2.0 token endpoint (v1)
Object ID . 0b07fbbi-0cad-4fe3-bads-0968baf38h ‘ https://login.microsoftonline.com/b02fde35-323a-4c19-b4e7-6d6bce469002/0auth2 /token 4] ‘
Directory (tenant) ID : b02fde35-3a3a-4c19-b4e7-6d6bced69002 OpenlD Connect metadata document
Supported account types : My organization only ‘ https://login.microsoftonline.com/b02fde35-3a3a-4c19-b4e7-6d6bced69002/v2.0/.well-known/openid-configuration D ‘
Microsoft Graph APl endpoint
@ Welcome o the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn mcre ‘ T o ‘
X .mi X )
Federation metadata document
@ Sterting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD G — . = 3 7 = 7
be ded to Microsoft ication Library (MSAL) and Microsoft Graph. Learn more ‘ https://login.microsoftonline.com/b02fde35-3a3a-4¢19-b4e7-6d6bce469002 /federatic /2007-06/ xml D ‘
WS-Federation sign-on endpoint
Get Started  Documentation ‘ https://login.microsoftonline.com/b02fde35-323a-4c19-b4e7-6d6bce469002 /wsfed ] ‘
SAML-P sign-on endpoint
H H H H https://login.microsoftonline.com/b02fde35-3a3a-4c19-b4e7-6d6bced69002 /saml2 !
Build your application with | "=/ - £ o]
SAML-P sign-out endpaint
The Microsoft identity platform is an authentication service, open-source libraries, and a| ‘ https//login.microsoftonline.com/b02fde35-323a-4c19-b4e7-606bce469002/samlz n ‘

access and protect APIs, and add sign-i

Onthoud de volgende waardes:
* Application (client) ID

® ° OpenlD Connect metadata document

Noteer de volgende waarde:
Application (client) ID

Selecteer Endpoints

Noteer de volgende waarde: OpenID

Connect metadata document
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4.Voeg een client secret toe

Home > ™ mul=ll« |App registrations >

My app

My app | Certificates & secrets

e

Search

L

&

-

Overview
Quickstart

Integration assictant

Manage

o
&

Branding & properties
Authentication
Certificates & secrets
Token configuration

AP| permissions

Expose an API

App roles

Owners

Roles and administrators

Manifest

Support + Troubleshooting

2
2

Troubleshooting

New support request

27 Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
Certificates (0) Client secrets (0) Federated credentials (C)
A secret string that the application uses to prove its identity when rejuesting a token. Also can be referred to as application password.
T~ New client secret
Description Expires Value © Secret ID

No client secrets have been created for this application.

Noteer en onthoud Value (= client secret)

Deze wordt maar één keer verstrekt en is niet terug te vinden.

1. Selecteer Certificates & secrets

2. Selecteer New client secret

3. Voer bij Description een naam of korte
omschrijving in

4. Kies bij Expires een waarde.
Aangeraden is Recommended: 180
days (6 months) te kiezen

5. Selecteer Add

Er wordt nu een client secret aangemaakt.

Deze wordt getoond in het overzicht.

Let op: De client secret heeft een houdbaarheidsdatum en dient periodiek geupdatet

te worden. Dit moet afgestemd worden met Sigmax.
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5. Overdracht naar Sigmax -.

De volgende gegevens dienen gecommuniceerd te worden met Sigmax.
Zij hebben deze waardes nodig om CityControl te configureren zodat ze kunnen inloggen via Azure EntralD.

Waarde Omschrijving

Application (client) ID Client ID
OpenlD Connect metadata document Well known configuration endpoint
Value Client secret
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6. Voeg authenticatie toe

Voor deze stap dien je van Sigmax een redirect url te ontvangen. Dit kan Sigmax pas aanleveren nadat de overdracht naar Sigmax heeft

plaatsgevonden (zie stap 5).

Horiie.5 ™ i | App registrations

My app

) My app | Authentication #

P search

B overview

& Quickstart

# Integration assictant

Manage

£ Branding & properties

D Authentication
Certificates & secrets

1l Token configuration

9 APl permissions

& Expose an AP|

App roles
& Owners

&. Roles and administrators
H Manifest

Support + Troubleshooting

& Troubleshooting

& Newsupport request

&7 Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as

redirect URs, specific authentication settings, or fields specifc to the platform,

+ Add a platform

Supported account types

Who can use this application or access this API?
(®) Accounts in this organizational directory only (TomWisseTest only - Single tenant)

(O Accounts in any arganizational directory (Any Azure AD directory - Multitenant)

Help me decide.

Advanced settings

Allow public client flows ©

Enable the following mobile and desktop flows: (" Yes
* App collects plaintext password (Resource Owner Password Credential Flow) Learn more /!
« No keyboard (Device Code Flow) Leam more(7!
« S50 for domain-joined Windows (Windows Integrated Auth Flow) Leam more

App instance property lock @

Configure the application instance modification lock. Learn more Configure

Configure platforms

Web applications

Build, host, and deploy a web server
application. NET, Java, Python

Mobile and desktop applications

. 105/ macos

Objective-C, Swift Xamarin

Q Mobile and desktop
applications
Windows, UWP, Console loT &
Limiteg-entry Devices, Classic 105 +
Android

W Single-page application

Configure browser client apglications
and progressive web applicarions.

' Android

Java, Kotlin, Xamarin

Selecteer Azure EntralD in de azure portal

Selecteer App registrations

Selecteer het item wat in de vorige stappen is aangemaakt

Selecteer Authentication

Selecteer Add a platform

Selecteer bij Web applications de waarde Web

Configure Web X

Al pla Quickstart  Docs(
* Redirect URIs
The URIs we will accept as when retuming au ic responses (tokens)

after successfully authenticating or signing out users. The redirect UR! you send in the
match one listed here. Also referred to as reply URLS. Leamn

request to the login server sh

Front-channel logout URL

This is where we send a request to have the application clear the user's session data, This is

o work correctly.

https://ex

Implicit grant and hybrid flows

Request  token directly from the authorization endpoint. ff the application has a single-page
architecture (SPA) and doesn't use the authorization code flow, or if it invokes a web API via
Javascript, select both access tokens and ID tokens. For ASP.NET Core web apps and other
web apps that use hybrid authentication, select only ID tokens. Leam mi t tokens

Select the tokens you would like to be issued by the authorization endpoint
[ Access tokens (used for implicit flows)

[ 1D tokens (used for implicit and hybrid flows)

Cancel

Dit dialoog venster verschijnt.

7. Voer bij Redirect URIs de
aangeleverde url in

8. Selecteer Configure
Azure EntralD is nu correct ingericht

zodat men in CityControl kan inloggen
via SSO.
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